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How To CONDUCT SYSTEM HARDENING
USING THE DEFENSE INFORMATION
SYSTEMS AGENCY’S (DISA) "GoLD DISK"

Holes in your IT infrastructure can make for some awkward situations. Whether you're

dealing with sensitive customer information, upcoming product designs, or simply just don't
want people messing with your stuff, maintaining system integrity can be difficult. Symantec is
great, but what do you do when the integrity of your system directly relates to national
security? Where do you turn when the boss says you gotta keep those centrifuges spinning or

heads will roll?

The DoD has developed a process, called DIACAP, for certifying that an Information
System (IS) is compliant with DoD security standards. DIACAP stands for DoD Information
Assurance Certification and Accreditation Process and you can find additional information about
it here and here.

The DISA (an agency within the DoD) has developed a tool, called "Gold Disk", to help
identify and mitigate security holes according to DIACAP standards. It scans your machine and
produces a detailed outline of all the Category 1, 2, and 3 vulnerabilities it finds, depending on
the applicable Mission Assurance Level. It even goes as far as to suggest the appropriate means
of resolving the issue, point out relevant Microsoft Security Bulletins, and offer to fix things for
you.


http://www.forbes.com/sites/jamestaylor/2011/11/23/climategate-2-0-new-e-mails-rock-the-global-warming-debate/
http://www.wired.com/threatlevel/2011/07/how-digital-detectives-deciphered-stuxnet/all/1
http://www.prim.osd.mil/Documents/DIACAP_InfoSheet.pdf
http://www.prim.osd.mil/Documents/DIACAP_Slick_Sheet.pdf
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HOW TO CONDUCT SYSTEM HARDENING USING THE DEFENSE
INFORMATION SYSTEMS AGENCY’S (DISA) "GOLD DISK"
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When the Gold Disk application loads, you should see a list of special cases. If none of these
applications are installed, uncheck them to help improve the speed of the scan. When you’re
ready to begin, press “Continue” to start scanning the machine. You will see two progress bars
indicating the state of the current operation and the overall status of the scan.
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Please select all items that are installed on the box to be scanned. Vulnerabilities associated
with these products will be populated for review. All non-selected products will be marked
Not Applicable.

¥ Is Microsoft Works (Any Version) Use the Start Menu and Nawigate to the Programs section to look for it or use

Tnztalled on this System? the AddEemeve Program Control Panel to venify o it 12 there or not. -
. MNavigate to the Start->Programs section to look for any BIND mstances.

v . . .

v Is. BIND (Any Version) Installed Lastly, do a search on *bind™ on the root drive to search for any installed
on this System? .

mstances.

¥ Iz Black Ice (Any Version) Do a manual search of any Black Iee components that may emst. Nawigate to
Installed on this System? the Start->Programs section to look for any Black Ice instances.

) Do a manual search of any Blue Coat products found under Start->Programs-

v .

Y Is. Blue Coat WmPrgxy (Any >BlueCoat; Any Blue Coat mentioned under AddBemove Programs/Control
Wersion) Installed on this System? .

Panel and/or run a search on winproxy. exe.

v Is BMC Best/1 Version 6.3 Do a manual search of any BMC Products, particularly Version 6.3, and if it iz
Performance Management Systern installed on the system. Look under Start->Program Files, andfor AddRemove
Installed on this System? Programs

% Is BrightStor ArcServe Backup Do amanual search of any BrightStor Products, particularly ArcServe Backup,

. and ifit 13 nstalled on the system. Look under Start->Program Files, andfor
Software Installed on this Systern? L AR T v
[staalaitdsl oAt —
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STEP 3: EVALUATE THE ASSET!
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Once the initial scan is completed, you will see a screen that looks like this:

B PGD 2.1.0.1 (32 bit) XML 2.11.10.35
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OPEN CATEGORY I -0
OPEN CATEGORY Il - 0
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Notice the drop-down menu on the left side of the screen. 1) Select the “Asset Posture” that
best describes your Mission Assurance Level: “l — Mission Critical”, “Il — Mission Support”, or “lll

— Administrative”. 2) Next, press the “Evaluate Asset” button . You will see two progress bars,

identical to the ones in the previous step.
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Once the evaluation process is complete you will be presented with a screen, just like the last
one, with the number of open Category 1, 2, and 3 findings properly identified. Along the left is
a tree structure listing, categorically, all the findings for this machine. Category 1 (CAT1)
findings will appear in red, CAT2 findings will be orange, and CAT3 yellow.

B PGD 2.1.0.1 (32 bit) XML 2.11.10.35
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Selecting a vulnerability allows you to examine its particular details.

o). [7] [ Metwark

£ Password

[ G Patches
s

Status Vulnerable
Severity: Critical (CAT 1)

Discussion Details

VMS 6 ID : V0017900
PDI: 2.022

Remediation

Detection Motes

Disallow AutoPlayl &utorun from Autorun inf

Status : Vulnerable VMS 6 ID : V0017900

Severity: Ciritical (CAT ) PDI : 2.022
Details Detection | Remediation Motes

This registry key will prevent the awtorun inf from executing commands.

Status : Vulnerable VMS 6 ID : V0017900
Severity: Critical (CAT I) PDI: 2.022

Diescription | Discussion Detection | Remediation Ilotes pact/Mitigati

Finding Details

The value: SOFTWAREMicrosaftWindows NTW urrentWVersion'\IniFileMapping\Autorun. inflinull)
does fiot exist.

Status : Vulnerable VMS 6 ID : V0017900
Severity: Critical (CAT 1) PDI: 2.022

Description | Discussion Dietails Remediation Motes pact/Mitigati

Manual Procedures

In the Registry Editor, navigate to the following registry key

Registry Hive: HEEY LOCAT WACHINE

Subkey: SOFTWAREMicrosoftWndeows NT\CurrentWersion\ I FileMappmglAutorun mf
Walue Mame: (Default)

Type: REG_Sz

Value: @3Y3DoesMotExmst
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Along with a description

Status : Vulnerable VMS 6 ID : V0017900
Severity: Critical (CAT I) PDI : 2.022

of the vulnerability and
the method used for
Mantial Procedures identifying it, you will also

find instructions for
resolving the issue.

Add the registry value as spectfied i the manual check

Automatic Procedures

There are two methods for applying the recommended fixes to your machine: Manually or
automatically. If you would like to let Gold Disk do all the work for you, then click the
“Remediate” button up in the top left of the screen. This

can be a potentially hazardous choice as it may apply B PGD 2.1.0.1 (32 bit) XML 2.11.10.35

changes that contradict the intended purpose of for the Ble Tools Repers=Hep =
machine. For instance, you might not want the machine Gpoe| momedote | g |

to automatically lockout after an idle period if it’s meant

Asset Posture

. . . .. (] /4, voD18223-20 A
The other thing to note is that automatic remediation &5, voni6z7a-20

will try to apply the appropriate Microsoft security
patches, but it will require you to point it to the location of those patches somewhere on the
system. If the patch cannot be found, the vulnerability will remain unresolved.

Unahle to locate file

Unable ta locate the File:

Y InstalliPatches!WinkPyWindowsXP-KES7 3515-x86-EML. exe

to function as kiosk-style system in an operating room.

[ BECRT ey

Please insert the Disk Labeled:
D4 WP

Press QK ko continue or press the "Browse" butkon
ko specify an alternate location For the File, Press the "Cancel"
button ko skip installation of this file.

Browse Cancel
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Mitigating the vulnerabilities manually can be a time consuming process, but is a much safer
option. The majority of vulnerabilities generally boil down to changing registry values,
modifying user accounts, and applying Microsoft patches.

Gold Disk offers two methods for exporting the results of a scan, both of which are found under
the “Reports” menu option found along the top of the application.

File “Tools Reports Help

_L_ | ..

The “Vulnerability Status” report generates an .rtf file loaded with all the information for each
vulnerability the scan produces. Prior to executing the report you have the option of selecting
which pieces of information to include.

Yulnerability Status

Seleck Targets
Windows %P Status Filkers Included Fields
IE Version .5 [ &utomatic Check Procedure
[¥] Desktop Application - General v Open o Name. . B Mltlgat!c:ns
[l Deskiop Application - Remat... o [ Descripkion [ PntentlaI.Impact
& antispmare Close [v Skatus [v Manual Fix Procedures
510 ¥ A [v Severity [ Automatic Fix Procedures
[ M3 & ID [+ Motes
I Error [ STIG I v References
WV Lnknown [+ Finding Detais [v I&Controls
[v Discussion [ Sewverity Owverride Guidance
v Other [ Manual Check Procedures | Severity Override Notes
Save Cancel
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uln_Status - WordPad

File Edit View Insert Format Help

DEE Sk M ® o

|Ar|a| vH'IZ vHWestem vHEl] u @ =
E-‘-|-‘-1-‘-|-‘-2"-|‘--3‘--|‘--4‘--|‘--5‘-- !
Target : Windows XP -
Policy : Gold |

Note: Import files for VMS always reflect the status according to the 'Platinum’ policy. If
a different policy was selected for this target this report may not match the data in the
VMS import file. ltems in this report that display a status of 'Fix Run’, 'Fix Error’, 'Fix
Failed', or 'Fix Validated® are reported to VMS as "Open’. ltems in this report that display
a status of 'Unsupported’, 'Unknown' or "Error’ are reported to VMS as 'Mot Reviewed".

Physical security Here is what the resulting file looks
SEVERITY : Cat ll/lmportant .
STATUS : Unknown like.
VMS6ID : V0001070
STIGID :1.001
Description

Physical security of the Automated Information System (AlS) does not meet DISA
requirements.

Vulnerability Details
The status of this vulnerability could not be evaluated. Please perform a manual
evaluation.

Vulnerability Discussion
Inadequate physical protection can undermine all other security precautions utilized to
protect the system. This can jeopardize the confidentiality, availability, and integrity of
the system. Physical security of the AIS is the first line protection of any system.

Manual Fix Procedures
Relocate equipment to a controlled access area.

Faor Help, press F1 UM

|| Fixtaroups
The “VMS 6.X” option generates an .xml report similar in *- 1 GoldDiskReparts

format to the Vulnerability Status report. To view this report |2 MaC
requires the user to also have 4 supporting files: (= Main
|£| ManualPrescanuestions
e GoldDiskReports.htm MROnly_WMS6_Display,x
e MROnly_VMS6_Display.xslt ] Non_Inkeractive

NRONIv VMSE. Disolav sl [=/|Rronly_vMs6_Displa
[ ] nly_ _DIsp ay.xst %Optinns

e VMS6_Display.xslt DF‘GD

[Frcoes

These files are located in the same directory as the PGD.exe %) PGDE4 exe. manifest

file. | % PGD.exe. manifest
|£| Policies

|£ PreScan

|Z P5_CheckiGroups
= ¥6_REPORT_DATA
|2 Wersion

David Hubbell
SPK Software Engineer




