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This document will guide you through the process of setting up Nagios in order to monitor Network
Appliance filers.

Pre-Requisites:
e Nagios 2.0 or greater
e Network Appliance OnTap 7.0 or greater
o SNMP utilities

o Redhat Enterprise: yum install net-snmp-utils
o Debian/Ubuntu: apt-get install snmp

Enable SNMP in FilerView

Drill down to SNMP -> Configure

* Note: If you're having trouble launching the Java applet, ensure that TLS 1.0 is disabled in the Java
Control Panel

Java Control Panel

General | Update | Java | Security Advanced |

[#--Java Plug-in

Shorteut Creation

[#]--JMLF File MIME Association

[#-JRE Auto-Download

[=-Security

~[¥ Allow user to grant permissions to signed
[ Allow user to grant permissions to conter
¥ Use certificates and keys in browser keys
-[¥ Use personal certificate automatically if o
[V Warn if site certificate does not match he
[~ Show site certificate from server even ifi
-[¥ Show sandbox warning banner

[ Allow user to accept JNLP security reque:
[~ Check publisher certificate for revocation
[~ Enable online certificate validation

-[¥ Enable list of trusted publishers

-[W¥ Enable blacklist revocation check

--[¥ Enable caching password for authenticati
-[¥ Use 550 2.0 compatible ClientHello forma

¥ Use SSL 3.0

[-Miscellaneons
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Enable SNMP and define a READ-ONLY community (“7a3jhzz” for example).

= Storage (7!
= Operations Manager (7

= SnapMirror (7) suMP Enfbled: |Yes ~| raps Enabled: [uo |¥] Auth Trap&:lNu |
= CIFS (7

Contact: Location:
= NFS (7 I ISan Jose, CA
s HTTP (2 Commuynities: Traphosts:
o LUNs '~ (7) ((Reaaony — Hrazhzz D
* Network (7) Undefined -

* Security (7) |undefined x|
* Secure Admin (7) [undefines =]
* NDMP () |undefined x|
* SNMP (7 |undefined x|
[undefines =]

* Traps () [undefined =]

Verify that SNMP is functioning correctly by walking the tree:

[root@spkrh2 bin]# snmpwalk -vl1 -c 7a3jhzz filerhost

You may also need to set the snmp access to include the Nagios server IP address via the OnTap CLI:

filerhost> options snmp.access host=10.2.2.2

Install the Network Appliance SNMP MIBS

The SNMP MIBS from Netapp define the different types of objects that we can obtain information
about. The MIBS will also let us query for information in a more human readable format.

You can download the MIBS specific to your filer from Netapp’s NOW site:

http://now.netapp.com

Unarchive the MIBS to the following path so that the SNMP utilities can pick them up:
/usr/share/snmp/mibs/
Now query the filer again:

[root@spkrh2 bin]# snmpwalk -vl1 -c 7a3jhzz \
-m NETWORK-APPLIANCE-MIB filerhost filesys

This time, you should see more descriptive results, such as “aggrState.1 = Online”.


http://now.netapp.com/
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The Network Appliance MIB has several top level categories. Depending on what item we’d like to
monitor, we’ll need to know what category it falls in. For instance, disk usage stats are under the top
level named “filesys”. If we want to determine if any power supplies have failed, we would look under
“enclosure”. For CPU statistics, we would look under “sysStat”. Refer to the NETWORK-APPLIANCE.txt
MIB file for a complete listing of objects.

Define a Nagios check

If not already defined, create a “check_snmp” command in your nagios configuration files:

# 'check snmp' command definition
define command{

command name check snmp

command line SUSER1$/check snmp -H SHOSTADDRESS$ -o SARG1S -C $ARG2S -w
SARG3S -c $ARG4S

}

Now we can define checks for any object that the Netapp MIB supports.

For example, to monitor the percent free on a filer’s vol0 volume, first determine the appropriate OID:

[root@spkrh2 binl# snmpwalk -v1 -c 7a3jhzz -m NETWORK-APPLIANCE-MIB filerhost filesys
| grep dfFileSys

NETWORK-APPLIANCE-MIB: :dfFileSys.
NETWORK-APPLIANCE-MIB: :dfFileSys.
NETWORK-APPLIANCE-MIB: :dfFileSys.
NETWORK-APPLIANCE-MIB: :dfFileSys.

STRING: "aggrO"

STRING: "aggr(0/.snapshot"
STRING: "/vol/volO/"

= STRING: "/vol/volQ/.snapshot"
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Here we see that vol0 has the identifier NETWORK-APPLIANCE-MIB::dfFileSys.3. To make the
configuration more portable, its best to convert this identifier to its numeric counterpart:

[root@spkrh2 bin]# snmpget -vl1 -On -c 7a3jhzz filerhost NETWORK-APPLIANCE-
MIB::dfFileSys.3
.1.3.6.1.4.1.789.1.5.4.1.2.3 = STRING: "/vol/volO/"

Now we can take this numeric OID and use it for our service check:

# Service definition
define service(

use generic-service

host name filerhost

service description Vol Percent Used - /vol/vol0
is volatile 0

check period 24x7

max check attempts 3
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normal check interval 5

retry check interval 1

contact groups spk _group

notification interval 60

notification period 24x7

notification options w,u,Cc,r

check command check snmp!.1.3.6.1.4.1.789.1.5.4.1.6.3!

7a3jhzz!90!95
}



